Declassified and Approved For Release 2012/11/30 : CIA-RDP89B01356R000200380006-1

OE\. T SYSTEM IV
NSC/ICS=-40071
THE WHITE HOUSE
WAsnnNGYdN ML ‘
SECRET ) - ; 87-0909X

;- March‘z, 1987

S
'.ﬁ ....:u ;-.‘
MEMORANDUM FOR THE HONORABLE._ GEQRGE SHULTZ
The Secretary-of Sta

THE HONORABLE Chsmii WEINBERGER
The Secretary of Defense

THE HONORABLE EDWIN MEESE, III
The Attorney General

THE HONORABLE ROBERT M. GATES
The Acting Director of Central Intelligence

THE HONORABLE WILLlS
The Director, Feddy

H. WEBSTER
Bureau of Investigation

THE HONORABLE ,
The Chaiman ¥4

4 ARMSTRONG
t's Foreign Intelligence

~ .LIAM E. ODOM
1 Secuzity Agency

vi

LIEUTENANT GEN
Directo:, Na

‘_-:a,d
SUBJECT: Enhancing Count in::lligence and Security in
the wake of the Espionage Case (U)

As a result of the defection and redefection of Vitaly Yurchenko
and the subsequent revelations of espionage committed by former
CIA clandestine officer Edward Lee Howard, serious questions arose
about the adequacy of U.S. efforts to meet the challenges posed to
our national security by the hostilg intelligence threat. Accord-
ingly, in November 1985 the Presi t signed NSDD 199 directing a
White House review by the Presi s Foreign Intelligence Advisory
Board (PFIAB) of the intelliges pmmunity's performance regarding
several matters arising from<the Y' chenko defection. With regard
to the Howard espionage cas.{ the review included:

- Determination ¢
gence capabzlftxc' 4
this case fox i Ehg
hostile intelligence threat

acy of U.S. counterintelli-
se, and implications of
capabilities to counter the
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An assessment of the Kamade to intelligence sources and
methods resulting from Howard's espionage activities.

. . 1

An asgessment ozféhc ideqdacy of intelligence personnel
recruitment, train{ngy a security procedures as they
relate to the Howard-gase.=«{s)

-

The results of this rev;ow-wcxt pres;gied to the President on

October 2, 1986, at which~timé MNe Aaf
be implemented: ,L.q:q

SECRET

ted the following actions

¢ e murind

First, CIA should conduct a review of its personnel
selection and evaluation criteria for both hiring and
assignment purposes. This review should focus attention
on those personality factors and forms of personal
behavior such as drug use, alcohol abuse, or other
aberrant activities which might suggest that a person is
unsuitable for sensitive assignments. To the extent
possible, CIA should insjigt that an operations officer
serve an interim assignmefit with a division before that
division accepts thatgdsﬁ_on in a permanent capacity for

a sensitive position<®r pdsting abroad.
<

Second, former aaéaell agiicurrent employees of every
agency and compgment--@f tHle intelligence community have:
the potential i ict xtensive damage to the

national security®: 'hegy, gmit espionage. As a result
of the Howard espiomdge cas®§ CIA has developed a number
of useful recommendations_foy handling problems involving
both current and:-formsr empldéyees. The DCI should

direct the CIA to share tflese newly revised post-Howard
personnel and securitymelPsures with the entire
intelligence community in order to determine their
applicability to other agencies. Each agency in the
intelligence community should then review the measures
as to their suitability for application. Subsequently,
each agency should report back to the DCI regarding the

degree to which the new measures have been implemented.

Third, it is essential thht the CIA as well as other

elements of the intelligéfce community immediately refer

to the FBI informati ch indicates the possibility

of espionage activi $ne of their employees. This

did not occur in the 1td espionage case. A new

mechanism consisg g ©f operational and field level
ptablished between the CIA and FBI

cedure for exchanging sensitive

counterintelliq erespionage information in

a timely manner? e FBI should establish

similar mechahign AK the Department of State and
other key age ' ithe: elligence community. (S)
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SECRET T3

Implementation of these actiyi.t!{s.;tould be afforded senior level
management attention by the ibtelligence community. Additionally,
the PFIAB is requested to mgni a report semi-annually to the
President on the progress Loward! accomplishing these directives.

(U)
FOR THE PRESIDENT:

Frank C. Carlucci

e SECRE™
I v ?

Declassified and Approved For Release 2012/11/30 : CIA-RDP89B01356R000200380006-1



